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KHOA HE TIIONG THONG TIN QUAN Li CQNG HOA XA HOI CHO NGHIA VIET NAM

DQc l6p - Tr5 do - H4nh phtc

TP. H6 Chi Minh, nCdy ).,6 thdngc4 ndm)DJ-b

DT CTIONG MON HoC
AN TOAN BAO MAT THONG TIN

A. TrroNG TrN CHUNG Vt MoN HQC

r. TGn m6n hqc (ti5ng ViQt) : AN TOAN BAO MAT TIIONG TIN

2. TGn mdn hgc (ti6ng Anh) : Information Security

3. Mi s6 m6n hqc : ITS307

4. Trinh iIQ iliro t4o : D4i hgc chinh quy

5. Ngirnh ttiro t4o 6p dgng : HQ th6ng th6ng tin quin tf
6. 56 tin chi 03

- LythuyiSt :02

- Th6o luin vA bni t$p : 00

- Thyc hinh : 0l

- Kh6c (ghi cU th€) : Tg hgc, bii t{p c6 nh6n vi bdi tQp nh6m

7. PhAn b6 thiri gian:

- T4i giang <tuong : 60 ti6t

- TU hgc d nhi : 20 gid dC ttoc tii liQu

- Tryc tuyiln : Gi6ng vi6n cO ttr6 U6 tri hgc online nhrmg t6ng s5

kh6ng qu6 30% si5 titit cria todn m6n hoc

- Kh6c (ghi qr th6) : hm bii tQp c6 nh6n vi bni t{p nh6m chi6m t6i

thi6u 2 l6n so v6i thoi gian hgc tfp tr6n lcrp

8. Khoa quin tf m6n hgc : Khoa HO Thi5ng Thdng Tin Quan Lj
9. M6n hgc tru6c : Mang m6y tinh vi truy6n th6ng

10. M6 tA mdn hgc:

An toi,n bio m$t th6ng tin li m6n hgc bit buQc thuQc khtii ki6n thric ngdnh.
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Mdn hgc gi6i thiQu t6ng quan vd an todn b6o mat, c6c thenh phAn, nguyOn tic,
,Acfing nhu c6c vdn dC vO hacker, virus, thi6n tai...; gioi thiQu hQ th6ng ph6t

hi0n t6n c6ng; c6c nguy€n ly, phuong ph6p cfing nhu m6 hinh, k! thu0t m5

h6a; ph6n tich rui ro vi lfp k6 ho4ch phuc hOi hQ th6ng khi c6 sp cri.

11. Mgc ti6u vir chu6n tIAu ra cria m6n hgc

11.1 Mgc ti6u cria m6n hgc

Mqc

ti0u M6 tA mgc ti6u
NQi dung CDR CTET phdn

b6 cho m6n hgc

CER
CTDT

(a) (b) c)( (d)

co1

M6n hgc ndy cung c6p

cho sinh vi€n nhtng ki6n

thric crv bin nh6t vC an

toin vi b6o m4t m6y tinh,
.l
bao g6m ci nguyCn li ki6n

thitit vd c6c phuong phSp

b6o m4t

Khi n6ng vfln dgng ki6n thirc
t"nOn ting vd chuy€n s6u mQt

c6ch hQ th6ng dC giai quyi5t c6c

v6n d6 chuy6n m6n trong

ngdnh HTTTQL

PLO6

Kh6 ndng ring dpng k! thu4t vd

c6ng cu hiQn dai cho thuc hdnh

k! thupt vd thich ring v6i c6c

xu huong thay d6i trong ngdnh

HTTTQL

PLOS

co2

M6n hqc niy gitip cho

sinh viOn c6 c6c k! ndng

cAn thitit de nhfln dang
i-xtv0n cl6 vC an tolrn b6o mdt

trong he thdng th6ng tin

nhim d6nh gi6, ngln ch{n,

dua ra gi6i ph6p phi hqp

fhe hien y thtic tudn thri ph6p

luft, d?o dric ngh6 nghiQp vd

tr6ch nhiQm xd hQi d6i vdi
nganhHTTTQL

PLO5

Kh6 ndng vfn dgng ki6n thric
x .,n6n tang vd chuy6n sdu mQt

c6ch hQ th6ng de giai quy6t c6c

v6n dO chuy6n m6n trong

nganhHTTTQL

PLO6
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KhA ndng irng dsng ky thuft vd

c6ng cp hiQn dai cho thgc hdnh

k! thu4t vd thich ring vdi c6c

xu hucmg thay t16i trong ngdnh

HTTTQL

PLO8

CDR
MH

NQi dung CDR MH
Mrfrc tIQ theo

thang do cria

CERMH

Muc

ti6u

m6n hgc

CDR

CTDT

(a) (b) (c) (d) (e)

CLOI
Birit dugc ki6n thric co bin

vd an toirn b6o m4t th6ng tin

I co1
PLO6

CLOZ
Hitiu dugc cdc ki6n thtc

trong m6n hgc, d6 c6 c6ch

2 col PLOs,

PLO6

nhin nh4n t6ng quan vii c6c

v6n dO liOn quan d6n an todn

b6o mpt c6c hQ th6ng th6ng

tin

CLO3

Lim viQc thpc hanh theo

nh6m d€ nam bht cfuc k! nlng

co b6n cin c6 khi ho4t dQng

nh6m, tri6n khai c6c c6ng cg

il6 <luqc gi6i thiOu

J co1,
co2

PLO5,

PLO6,

PLO8

CLO4

Vfln dUng cdc ki6n thric dA

hqc dC 6p dung c6c gidi ph6p

xdy dpg an todn vd b6o mpt

hQ th6ng th6ng tin

5 c02
PLO5,

PLO6,

PLOS

11.2. Chuiln dilu ra crta miln hgc (CDR MH) vd s1r it6ng gdp vdo chudn ddu
ra crta chwong trinh itdo tqo (CDR CTDT)
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11.3 Ma trQn itdng gdp cfia m6n hgc cho PLO



ME CDR

MH PLOs PLO6 PLOS

CLOl I

CLOZ 2 2

CLO3 3 J 3

CLO4 aJ a
J J

12. Phuong phfp d4y vir hgc

- Phuong ph6p 'Ngudi hgc li trung tdm" sE dugc sti dgng trong m6n hoc de gifp
sinh vi6n tham gia tich cuc. Ktit qui hgc tpp dU ki6n sE d4t dugc th6ng qua mQt

lo4t c6c ho4t dQng hqc tQp o trudmg vi d nhi.

- Giing d4y, li6n hQ thgc tii vd h5 trg sinh vi6n khi thgc hinh, thio ludn, d4t cdu

h6i vi tri ldi cdu h6i.

- T4i lop, gi6ng viOn gi6i thich c5c <tinh nghia, nAn t6ng ly thuy6t, c6ch su dpng

c6c tng dgng c6 1i6n quan; d4t ra c6c v6n dC, hunng ddn vi khuy6n khfch sinh
A.

viOn gidi quy€t; sau d6 t6m tIt nQi dung cria bii hgc, gi6i dip citc cdu h6i cta
sinh viOn. Gi6ng vi6n ctng trinh bdy vd thlrc hdnh lim m6u cho sinh vi6n.

- Sinh vi6n cAn ling nghe vi ghi ch6p vi dugc khuytSn khich n€u l6n c6c c6u
A.hoi, giii quy6t c6c v6n d0 vi thUc hdnh c6c bdi tflp du6i sy hu6ng d6n cta

gi6ng vi6n.

- Quy dinh ve hinh thric gi6ng d4y: Gi6ng vi6n c6 thO chri dQng lua chgn hinh

thirc gi6ng day li tryc tuy6n (online) kift hqp truc ti6p (offline), d6m b6o t6ng

thdi gian gi6ng d4y tryc tuytin kh6ng vuot qu6 30% thdi gian giing day cria cA

m6n hgc.

13. YGu cAu m6n hgc

- Sinh vi6n tudn tht nghiCm tric c6c nQi quy vd quy dfnh cria Khoa vi Trudng.

- Dgc vd nghiCn criu c6c tdi liQu bni giang tru6c khi l6n lop.

- Ch6p hdnh nghiOm tuc nQi quy phdng m5y.

- Thgc hiQn dAy dri c6c bni tap thyc hdnh du-o. c giao.

- Tham du itiy dri c6c bu6i hgc tron lop vi c6c bu6i thpc hdnh do giing viOn

trFc ti6p hucrng d6n.
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- Tr,r tim hi€u th6m th6ng tin trOn m?ng Internet vC cic ki6n thfc li6n quan

d6n m6n hgc.

- Tham gia dAy dri vd tfch cuc c6c ho4t dQng trong qu6 trinh hgc tQp.

- D6i v6i b6t ky sU gian l4n ndo trong qu6 trinh hm bei tpp hay bdi thi, sinh

vi€n phii chiu mgi hinh thric lcj' luft theo quy dinh cta Trucmg vi bf 0 tli6m

cho nQi dung d6.

14. Hgc liQu cria m6n hgc

14.1 Gido trinh

Tdp bni giang vd bdi thlrc hdnh tinh hu6ng tlugc bi6n sopn vi sti dung th6ng nh6t

trong bQ mdn. Gi6ng vi6n sC cung c6p cho cho sinh vi6n c6c file tii liQu.

14.2 Tdi liQu tham khdo

- Emmett Dulaney and Chuck Easttom, CompTIA@ Security+ru Study Guide:

Exam SY0-501, Seventh Edition, Sybex 2017

- Joel Scambray, Sfuart Mcclure, George Kurtz, Hacking Exposed: Network

Security Secrets & Solutions 7th, McGraw Hill2012

B. PHrIor{c THIIC DANH CIA vrON HQC

1. C6c thinh phin d6nh gi6 m6n hgc

Thhnh ph6n rl6nh gi6 Phuong thric il6nh gi6 C5c CDR MH Trgng s6

A.1. E6nh gi6 qu6 trinh

A.1.1. Chuvdn cAn CLOI, CLO2 t0%

A.1.2. Kitim tra
CLO1,

CLO2,
20%

A.1.3. Ti6u luQn nh6m
CLO1,

CLO2,
20%

A.2.Ddnhgi6 cudi kj' A.z.L Thi cu6i lcj, s0%

2. NQi dung vir phuong ph6p tl6nh gi6

A.1. Dinh gi6 qu6 trinh

A.1.1. Chuy6n cin

Hinh thfc d6nh gi6 dya vho di6m danh (sti UuOi di hgc)

5
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A.1.2. Bni ki6m tra

Hinh thric tt6nh giai: kilt qui t6ng hqp 5 bdi thUc hinh c6 nhdn ve thi tric nghi€m

giira kj,. Sinh vi6n thUc hdnh vd ghi b6o c6o k5t qui gti v€ cho giang vi6n cho tirng

bdi thr,rc hdnh.

Bni t4p thrgc hirnh 1: Tim hi6u vd c6c chuong trinh diQt virus th6ng

dung. Tim hi6u mQt s6 c6ng cu hiru ich trong Hiren Boot CD.

Bni tfp thgc hhnh 2: Tim hitiu chuong trinh tim lai mflt kh6u Ophcrack.

Bni tap thgc hhnh 3: Tim hi6u vi trii5n khai c6u hinh cho wireless access point.

Bni t$p thrlc hirnh 4: Tim hi.iu c6c phAn mdm ph6n tich tin hieu, ph6t hiQn g6i tin.

Bni t{p thqc hirnh 5: Tim hitiu vir thlrc hiQn ki6m tra tinh an todLn mqng kh6ng ddy

tri6n khai theo co ch6 bAo mit WEP, WPA bdng c6ng cp Backtrack CD/DVD.

A.1.3. Ti6r lufn nh6m

M5i nh6m sE chon tty j mQt dC tdi li6n quan d6n An todn bdo mit th6ng tin; sau

d6 dqc hi6u vi vi6t l4i b6o c6o du6i d4ng Word vi trinh bdy tru6c ldp vA ac tai

nh6m di chgn vd dqc hi6u.

- Sinh vi6n ldm viQc theo nh6m (kh6ng qu6 5 thdnh vi6n)

- Sdn ph6m: bdi ti6u luin kh6ng qu6 30 trang

A.2.1 Thi c,r5i ty

D6 thi dugc chgn ng6u nhi6n tu ngAn hdng d0 thi m6n An Tod,n Bdo MQt Th6ng

Tin, 02 d6. C6c cdu h6i tric nghi6m c6 4 phuong 6n lga chqn vd chi c6 mQt phuong

rin dtng.

. Thdi gian lirm bii thi: 75 phirt.

. Phuong thftc drinh gi6: Du-o. c ch6m 2 luqt dqc lip boi 2 giing vi6n. Di6m bni

thi dugc ch6m theo d6p 6n Ng0n hdng dd thi m6n An Toan Bio MQt Th6ng Tin.

. Di6m sti ttii da ln 100 di6m. SE dugc quy doi vc <liiim 10.

3. C6c rubrics il6nh gi6

A.l.l. Chuy6n cin
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Ti6u chi cl{nh gi6 ,
r rQng so Thang di6m

Sd bu6i hiQn diQn cria

sinh viOn
80%

Dugc tfnh theo c6ng thr?c

Didm /ti€n di€n
10

: sd budi /ti6n di6n x
Tdng sd budi /toc cfia mdn hoc

Tinh tich cuc tham gia

hopt dQng t4i gi6ng
20Yo

0 / l0 di6m khi "kh6ng tham gia" / "c6 tham gia" qu6

trinh thio lufn v€ nQi dung bdi hgc

A.1.2. Bni ki6m tra c6 nhdn

Bao g6m di6m <16nh gi5 5 bdi thgc hdnh vd di6m kitim tra gifra k!

A.1.3. Ti6u lu4n nh6m

Ti6u chi tl6nh gi6
Trgng

so

Thang tli6m

0 10

Bii thgc hinh s0%
Kh6ng tham dg

bu6i thgc

hdnh

Tham dUt6t cttcilcbudi thgc hinh vd

nQp b5o c6o k6t qui (d6nh gi6 2d cho

m6i UuOi tham dg vd nQp b6o c6o)

Ki6m tra giira k! 50% Tri ldi sai d6p 6n

Trd ldi tiling d6p 6n (Bii ki6m tra giira

kj c6 20 cdu h6i. M6i cdu tri ldi dfng

dugc 0.5t1)

Ti6u chf tlSnh gi6 Trong s6
Thang tli6m t6i tla

10

NQi dung dC tai 2004 T6n vi nQi dung d6 tni pht h-o. p vdi m6n hgc

, -lI lnn mol cua oe

tai
20% OC tai c6 tinh m6i t4i thoi di6m hgc m6n hoc

Hinh thric trinh

bdy b6o c6o
20%

- SO tiQu cflp nhpt, trich ddn tham chi6u nguiin tii lieu
rd rdng.

- D6p ring dring quy dinh ve ttit cAu cria mQt b6o c6o

thuc tflp

- Khdng sai l6i chinh t6, d6nh m6y, dinh dang, in 6n

7



Di€m trii ldi cAu /tdi

10

- sd cAu trd ldi drtng x
Tdng sd cAu hdi

dulc ddt ra

A.2.1Thi cu6i lci,
J

Ti6u chi tl6nh gii Trgng s5

Thang tli6m

0
Ei6m tuong ri'ng cho

ttng cflu tri ldi thing v6'i

NQi dung y dhp 6n 100% Tri loi sai T16ldi dirng

Trinh bdy b6o c6o

trudc l6p
20% K! ndng thuy6t trinh, tuong titc voingudi nghe

TrA ltvi cAu hoi 20% Tri loi dirng c6c cdu hoi dugc d{t ra
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